SOPs Healthcare Ltd  |  Staff & Recruitment Privacy Notice
SOPs Healthcare Ltd
STAFF & RECRUITMENT
PRIVACY NOTICE

For job applicants, prospective candidates, employees, workers and former employees

	Document owner
	SOPs Healthcare Ltd

	Data Protection Officer
	Aasheet Desai

	Email
	sopsslough@gmail.com

	Applies to
	Job applicants, prospective candidates, employees, workers and former employees

	Status
	Staff & Recruitment Privacy Notice

	Review
	This notice will be reviewed periodically and when there are material changes to our processing, systems or legal/regulatory requirements.



This notice explains how SOPs Healthcare Ltd collects, uses, stores and shares personal information in connection with recruitment and employment.


1. Introduction
SOPs Healthcare Ltd (“we”, “us” or “our”) is committed to handling personal information fairly, lawfully, transparently and securely. This Staff & Recruitment Privacy Notice explains what personal information we collect about job applicants, prospective candidates, employees, workers and former employees, why we use it, the lawful bases we rely on, who we may share it with, how long we keep it and the rights available to individuals under UK data protection law.
This notice applies from the point at which an individual applies for a role or otherwise provides information to us for recruitment purposes, through employment or engagement with us, and after employment or engagement has ended where we continue to hold personal information.
The information we process will vary according to the individual’s relationship with us, the role applied for or undertaken, and the circumstances in which information is collected.
2. Data Protection Principles
We will ensure that personal information is processed in accordance with the principles of the UK GDPR and the Data Protection Act 2018. In particular, we will ensure that:
processing is lawful, fair and transparent;
personal information is collected for specified, explicit and legitimate purposes and is not used in a way that is incompatible with those purposes;
the information we collect is adequate, relevant and limited to what is necessary;
personal information is accurate and, where necessary, kept up to date;
personal information is not kept for longer than is necessary for the relevant purpose, subject to legal, regulatory and other applicable retention requirements;
appropriate technical and organisational measures are used to protect personal information against unauthorised or unlawful processing, accidental loss, destruction or damage; and
where personal information is transferred internationally, the transfer is carried out in accordance with applicable UK data protection requirements.
3. Types of Personal Information We May Hold
Depending on the circumstances, we may collect, store and use the following categories of information:
personal details, including name, title, previous names, address, telephone number, email address and date of birth;
emergency contact and next-of-kin information;
photographs, where appropriate;
information about equality and diversity characteristics, including race, ethnic origin, religion or belief, sex and disability, where collected for lawful equality monitoring or other lawful purposes;
information contained in applications, CVs, cover letters, supporting statements and interview or assessment records;
education, qualifications, professional registration, employment history and relevant training information;
references and information obtained from former employers or other referees;
right-to-work and identity documentation;
National Insurance number, tax information and payroll details;
bank account details for salary and other payments;
pension information;
driving licence information where relevant to the role;
criminal conviction and offence information where appropriate and lawful, including information obtained through DBS or other relevant checks;
information relating to employment or engagement, including job title, role description, salary, terms and conditions, leave, attendance, performance, appraisal, training, conduct, disciplinary and grievance matters;
sickness absence, occupational health and other health information where necessary and lawful;
information required to make or administer reasonable adjustments;
CCTV footage and building access records where applicable; and
information relating to use of our IT systems, telephones, internet and other organisational systems, where such monitoring is lawful and necessary.
4. Information Collected During Recruitment
We collect information directly from candidates during the recruitment process. Where an individual applies through NHS Jobs, we may receive the application and related information through NHS Jobs or associated recruitment systems.
We may also obtain information from third parties where lawful and appropriate, including:
referees and previous employers;
professional registration or regulatory bodies;
organisations responsible for verifying qualifications or professional status;
DBS and other vetting services where the role requires such checks;
right-to-work checking services;
recruitment agencies or other recruitment platforms; and
other sources where necessary to verify information supplied by the candidate and where we have a lawful basis to do so.
We will only collect information that is relevant and necessary for the recruitment decision or for meeting legal, regulatory or safeguarding requirements.


5. Why We Use Personal Information
We may use personal information for the following purposes, as applicable to the individual and the circumstances:
to receive and assess job applications and supporting information;
to shortlist candidates, conduct interviews and assessments, and make recruitment decisions;
to verify identity, qualifications, professional registration, employment history, references and right to work;
to undertake DBS or other pre-employment checks where appropriate and lawful for the role;
to communicate with candidates about recruitment and selection;
to make offers of employment or engagement and prepare for the commencement of employment;
to enter into and perform an employment or other engagement contract;
to administer salary, tax, National Insurance, pensions, benefits and other contractual or statutory arrangements;
to manage attendance, sickness absence, occupational health matters and reasonable adjustments;
to manage training, professional development, performance, conduct, disciplinary and grievance procedures;
to maintain accurate personnel and employment records;
to comply with legal, regulatory and NHS-related requirements applicable to our organisation and workforce;
to protect the health, safety and welfare of staff, patients and other people;
to investigate and respond to complaints, concerns, incidents and claims;
to establish, exercise or defend legal rights and interests;
to prevent, detect and investigate fraud or other unlawful activity where appropriate;
to maintain the security and integrity of our premises, IT systems and confidential information; and
to provide employment references where appropriate and in accordance with our reference procedures.
6. Lawful Bases for Processing
We only process personal information where we have a lawful basis under the UK GDPR. Depending on the purpose and circumstances, our lawful bases may include:
	Processing activity
	Typical lawful basis

	Entering into and performing an employment or engagement contract
	UK GDPR Article 6(1)(b) – performance of a contract

	Pay, tax, National Insurance and statutory employment requirements
	UK GDPR Article 6(1)(c) – legal obligation; where appropriate, Article 6(1)(b)

	Right-to-work checks and other statutory checks
	UK GDPR Article 6(1)(c) – legal obligation

	Recruitment and selection decisions
	UK GDPR Article 6(1)(f) – legitimate interests, where appropriate; and other lawful bases where required

	Managing performance, attendance, conduct, training and personnel records
	UK GDPR Article 6(1)(f) – legitimate interests and/or Article 6(1)(b), as applicable

	Pension arrangements
	UK GDPR Article 6(1)(c) – legal obligation and/or Article 6(1)(b), as applicable

	Legal claims and protection of our rights
	UK GDPR Article 6(1)(f) – legitimate interests and/or other applicable legal bases

	Security of systems and premises
	UK GDPR Article 6(1)(f) – legitimate interests

	Fraud prevention and detection
	UK GDPR Article 6(1)(f) – legitimate interests and/or other applicable legal bases


Where we rely on legitimate interests, we will consider the purpose of the processing, the impact on the individual and whether our interests are overridden by the individual’s rights and interests.
7. Special Category Data
Some information we process is special category data, including health information and information relating to race or ethnic origin, religion or belief, sex life or sexual orientation, political opinions, trade union membership, genetic data and biometric data where applicable.
We will only process special category data where a lawful basis under Article 6 UK GDPR and an applicable condition under Article 9 UK GDPR are available. For criminal offence data, we will comply with Article 10 UK GDPR and the applicable requirements of the Data Protection Act 2018.
Special category data may be processed, where appropriate and lawful, for purposes including:
equality and diversity monitoring;
managing sickness absence and supporting staff wellbeing;
assessing fitness for work where necessary;
making reasonable adjustments;
meeting employment, health and safety or other legal obligations; and
protecting individuals’ health, safety and welfare.
We will be transparent about the collection and use of workers’ health information, limit access to those who need it, and retain it only for as long as necessary. The ICO states that employers should specifically explain to workers what health information is collected, why it is used, who may access it and in what circumstances. We will apply these principles to our processing.


8. Criminal Conviction and Offence Information
We will only collect criminal conviction or offence information where it is appropriate for the role and permitted by law. This may include DBS checks or other lawful pre-employment or ongoing suitability checks where required.
Where criminal offence data is processed, we will rely on an applicable Article 6 lawful basis, comply with Article 10 UK GDPR and meet the relevant condition under the Data Protection Act 2018. The information may be used to assess suitability for a role or continued suitability where this is lawful and necessary.
9. If You Do Not Provide Information
Some information is necessary for us to assess an application, enter into or administer an employment or engagement relationship, or comply with legal and regulatory requirements. If you do not provide information that is necessary for these purposes, we may be unable to progress your application, make an offer, commence employment or provide certain contractual or statutory benefits.
10. Who We Share Personal Information With
Access to personal information within SOPs Healthcare Ltd will be limited to people who need it for their role, such as those involved in recruitment, management, HR, payroll, training, administration, safeguarding or relevant clinical/operational functions.
Where necessary and lawful, we may share personal information with:
NHS Jobs or other recruitment platforms used for recruitment;
HR and payroll service providers, including BrightHR where used by SOPs Healthcare Ltd;
HM Revenue & Customs and other government or regulatory bodies where required;
pension providers or scheme managers;
professional and regulatory bodies;
DBS and other vetting or checking providers where appropriate;
occupational health providers and healthcare professionals where necessary and lawful;
legal, professional or other advisers where appropriate;
insurers or other parties involved in managing a claim or legal matter;
IT, security and other service providers acting on our behalf under appropriate contractual arrangements; and
other organisations where required by law or where necessary to protect individuals, patients, the organisation or our legal rights.
Where third parties process personal information on our behalf, we will take appropriate steps to ensure that suitable contractual, technical and organisational safeguards are in place.
We will not disclose personal information to third parties simply because they request it. Information will only be shared where there is an appropriate lawful basis and, where applicable, a relevant duty or power to disclose it.
11. International Transfers
Where personal information is transferred outside the United Kingdom, we will ensure that the transfer is made in accordance with applicable UK data protection law and that appropriate safeguards are in place where required.
12. Security of Personal Information
We use appropriate technical and organisational measures to protect personal information against accidental loss, unauthorised access, misuse, alteration, disclosure or destruction.
Access to personal information is restricted according to role and need.
Staff with access to personal information are expected to maintain confidentiality and follow applicable information governance and security requirements.
Electronic systems are protected using appropriate authentication, access controls and security measures.
Paper records, where used, are stored securely and access is controlled.
Suspected data breaches or security incidents are reported and managed in accordance with our incident management procedures.


13. Monitoring of Staff and Use of Systems
Where appropriate and lawful, we may process information relating to the use of our IT systems, telephones, internet access, building access and CCTV. Monitoring will be carried out only for specified and legitimate purposes, such as maintaining security, protecting confidential information, investigating suspected misuse, ensuring compliance with organisational requirements and protecting staff, patients and visitors.
We will ensure that monitoring is proportionate and that personal information obtained through monitoring is not retained for longer than necessary for the purpose for which it was collected.
14. Retention of Personal Information
We retain personal information only for as long as it is necessary for the purpose for which it was collected, taking account of applicable legal, regulatory, contractual and operational requirements.
Retention periods may vary depending on the type of information and the reason it is held. Our retention periods will be determined with reference to applicable legislation, regulatory requirements, NHS guidance and, where relevant, the NHS Records Management Code of Practice.
This may mean that some information is retained after employment or engagement ends. We periodically review information held and securely delete or anonymise information when it is no longer required, subject to any applicable legal or regulatory retention requirements.
Recruitment information relating to unsuccessful candidates will be retained only for as long as necessary for the recruitment process, to deal with any queries or challenges, and to meet applicable legal or regulatory requirements, in accordance with our recruitment retention schedule.
15. Automated Decision-Making and Profiling
We do not currently make decisions about individuals that have a legal or similarly significant effect based solely on automated decision-making without meaningful human involvement.
Where automated tools are used as part of recruitment or employment administration, appropriate safeguards will be applied and candidates or workers will be provided with the information and rights required by applicable data protection law.
16. Your Data Protection Rights
Subject to legal exemptions and the circumstances of the processing, you may have the following rights:
the right to be informed about how we use your personal information;
the right to access personal information we hold about you;
the right to ask us to correct inaccurate or incomplete information;
the right to request erasure in certain circumstances;
the right to request restriction of processing in certain circumstances;
the right to object to processing based on legitimate interests in certain circumstances;
the right to data portability where the relevant legal conditions are met; and
rights relating to automated decision-making and profiling where applicable.
Not all rights apply in every situation. For example, the right to erasure is not absolute and may not apply where we are required to retain information to comply with a legal obligation or for the establishment, exercise or defence of legal claims.
17. Requests and How to Exercise Your Rights
If you wish to exercise a data protection right or ask a question about how we use your information, please contact our Data Protection Officer using the details below. We may need to verify your identity before responding to a request.
	Data Protection Officer
	Aasheet Desai

	Email
	adesai1@nhs.net

	Organisation
	SOPs Healthcare Ltd




18. Consent
Where we rely on consent as the lawful basis for a particular processing activity, we will explain what you are consenting to and you may withdraw your consent at any time. Withdrawal of consent will not affect the lawfulness of processing carried out before consent was withdrawn.
Consent will not be used where another lawful basis is more appropriate, including where processing is necessary to perform a contract or comply with a legal obligation.
19. Data Protection Complaints
If you have concerns about how SOPs Healthcare Ltd has handled your personal information, you should contact us in the first instance using the Data Protection Officer contact details above.
We have a process for handling data protection complaints. We will acknowledge a data protection complaint within 30 days and will investigate it appropriately and keep the complainant informed of progress. We will provide an outcome without undue or unjustifiable delay.
If you remain dissatisfied, you have the right to complain to the Information Commissioner’s Office (ICO).
Information Commissioner’s Office (ICO):
Website: https://ico.org.uk/
Telephone: 0303 123 1113
The ICO's current guidance confirms that organisations must provide a way for individuals to make data protection complaints directly to the organisation, acknowledge complaints within 30 days, investigate appropriately and communicate the outcome.
20. Changes to This Privacy Notice
We may update this privacy notice from time to time to reflect changes to our organisation, the personal information we process, the systems and suppliers we use, or applicable legal and regulatory requirements. The most recent version will be made available to candidates, staff and workers.
21. Contact Details
If you have any questions about this privacy notice or how SOPs Healthcare Ltd processes your personal information, please contact:
	SOPs Healthcare Ltd
	147 Bath Road, Slough, SL1 3UX

	Data Protection Officer
	Aasheet Desai

	Email
	sopsslough@gmail.com


Appendix A – Recruitment and Employment Processing Summary
The following summary is intended to help candidates and workers understand how the main categories of information may be used.
	Purpose
	Examples of information
	Typical lawful basis

	Recruitment and selection
	Application, CV, qualifications, interview and assessment information
	Legitimate interests and/or other applicable Article 6 basis

	Identity and right to work
	Identity documents, right-to-work information
	Legal obligation

	References and professional checks
	References, registration, qualifications, employment history
	Legitimate interests, legal obligation and/or other applicable basis

	DBS/criminal offence checks
	DBS and relevant offence information
	Applicable Article 6 basis + Article 10/DPA 2018 requirements

	Employment contract
	Contact details, role, terms, salary
	Performance of contract

	Payroll and tax
	Bank, tax, National Insurance information
	Legal obligation and/or performance of contract

	Health and reasonable adjustments
	Sickness absence, occupational health, adjustment information
	Applicable Article 6 basis + Article 9 condition

	Equality monitoring
	Relevant equality information
	Applicable Article 6 basis + Article 9 condition where required

	Security and monitoring
	CCTV, access records, IT and telephone use
	Legitimate interests and/or other applicable basis

	Complaints, claims and legal matters
	Relevant correspondence and records
	Legitimate interests and/or legal obligation



Important: This notice describes the categories and purposes of processing that SOPs Healthcare Ltd may undertake. The actual information processed will depend on the individual's role, application and circumstances. The organisation's internal retention schedule, records management arrangements, data protection policies and supplier arrangements should be kept aligned with this notice.
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